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Elizabeth (Beth) Warning, CTP & VP Treasury Management Sales & Services Officer with Pacific Western

Bank. Elizabeth is a Certified Treasury Professional with deep experience in commercial banking,

specifically in credit financing and treasury management. Elizabeth began her career in commercial

underwriting where she was responsible for various portfolio management needs and analyzing credit risk

of companies with annual revenues between $20 million and $2 billion. Elizabeth then began specializing in

cash management to enhance working capital solutions for various organizations. In her current role,

Elizabeth specifically works with commercial middle market, government, and not-for-profit organizations. In

her free time, Elizabeth enjoys skiing, hiking, volunteering, and training her new adopted rescue puppy.

Diane Holbert, CTP & VP Relationship Manager Treasury Management. Diane Holbert is a Certified

Treasury Professional with an extensive background in banking and public services. Her professional focus

has concentrated on risk management and underwriting for MetLife Bank, and she also served as

Treasurer and Commissioner for Douglas County, Colorado. While in this role, Diane managed a $400

million budget and a $300 million fixed income portfolio. She is passionate about serving the Colorado

community by developing respectful relationships and serving customers and associates with excellence. In

addition in her free time, Diane enjoys volunteering as Treasurer of the Board of Directors for

Developmental Pathways and spending time with her husband, two sons, and two dogs.



Accounts Payable

Best Practices
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According to the most recent Association for Financial Professionals 

2020 Payments Fraud and Control Survey: 

Best Practices for Protecting your Municipality 
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But while there has been a decline in check usage, the rate of fraud occurrences via checks continues to be 

elevated, and indeed topped the list of payment methods most frequently subjected to fraud attacks in 2019. 



ACH Payments 

What is ACH?

ACH stands for Automated Clearing House, which is an electronic network that allows people to directly transfer funds 

between two bank accounts.

What are the Benefits of ACH?

1. Simplifies the collection and disbursement processes

2. Streamlines reporting and reconciliation

3. Enhances cash management

4. Provides a convenient and cost-effective payment option

5. Security – Reduce your risk by reducing the number of checks written. According to the AFP Payments Fraud & 

Control Survey, paper checks continue to be the payment method most subjected to fraud 

Electronic Payments 
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Positive Pay 

Electronic Payments 
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Utilizing available fraud protection tools will help protect you 

and your special district from potential financial losses, 

operation disruption, recovery time and costs associated with 

fraud.

Check Positive Pay 

• Manual check 
entry or Create file 
check format from 
accounting 
software

• Upload file or 
check information 
via online banking 

Create 
Check file 

• Bank verifies 
presented 
checks 

• Unverified 
checks are 
rejected 

Check 
Verification

• Approvers 
notified of 
pending review 
required 

• Approver 
decisions the 
check “ Pay” or 
“Return” if 
fraudulent

Pay or 
Return 

Process



Positive Pay 

Electronic Payments 
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ACH Positive Pay/ Debit Block 

ACH Positive Pay is an efficient and cost-effective electronic 

debit fraud prevention tool that monitors and manages ACH 

debit activity through online banking. 

With ACH Positive Pay, a list of approved vendors provided 

to the bank will be paid automatically. Vendor information 

can be updated at any time, on the account to block or 

authorize electronic debits. 

This helps prevent unauthorized transactions, while allowing 

certain transactions to go through. 

https://www.eastwestbank.com/en/small-mid-size-businesses/ach-blocks-and-filters


Simple Online Banking tools can enhance internal policies to help in the prevention of fraud  

1. Establish transaction dollar limits and set email alerts - Setting dollar limits on transactions will help limit 

exposure, in case of an unauthorized payment attempt. Setting email notifications for ACH, wire transfers and 

balance thresholds will also help pinpoint unauthorized transactions and unwarranted changes to your account 

balance, so you can promptly act upon them.

2. Enhance your password security- Make your passwords complex, and never use the same password for different 

accounts and systems. 

3. Use Multi-Factor Authentication (MFA) or Two-Factor Authentication (2FA) when possible Adding either two-

factor or multi-factor authentication adds an extra layer of credentials to prove that the person who is signing in is 

truly who they say they are. 

4. Review online banking users access regularly- review and manage authorized user access

Quality Control 

Strengthening your defenses against fraud

Recommended best practices: 
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1. Implement dual control security settings on online banking, and initiate and approve electronic payments on 

separate computers. 

2. Having a minimum of two people involved in a transaction ensures accuracy and adds a layer of protection, which 

makes it harder for fraudsters and internal employees to compromise your accounts.

Quality Control 

Strengthening your defenses against fraud 

Recommended best practices: 

Dual Control 
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Verify, Verify, Verify  

1. Implementing company policies for providing appropriate verification of any changes to existing 

invoices, bank deposit information and contact information 

2. Confirming requests for transfer of funds by executing a call back to an authorized contact at the 

payee organization using a phone number from a system of record 

3. Instituting strong internal controls that prohibit payments initiation based on emails or other less 

secure messaging systems 

Quality Control 

Strengthening your defenses against fraud

Vendor Verification 
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2020 Fraud Environment
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How Does Accounts Payable Fraud Happen?
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What is it?

• Business Email Compromise (BEC) is a type of scam targeting companies who conduct wire 

transfers 

• Corporate or publicly available email accounts of executives or high-level employees related to 

finance or involved with wire transfer payments are either spoofed or compromised through 

phishing attacks 

• BEC attackers rely heavily on social engineering tactics to trick unsuspecting employees and 

executives.

• Often, they impersonate the CEO or any executive authorized to do wire transfers.

BEC – Business Email Compromise
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Business Email Compromise - Spoofing:

• Email appears to be from someone you know.

• Sender name is correct.

• Sender email may be correct.

• Reply-to email may be different.

Email Account Compromise (EAC)

• Hackers gain login information for someone’s email account.

• They send emails from that account to make unusual financial requests to 

your employees, vendors or your bank. 

• These emails possibly contain wire transfer requests or PII requests.

Most Popular Cyber Attack Methods
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CEO Fraud



A

Colorado Districts and Municipals are NOT Immune 
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Fraudsters never let a good crises go to waste. 
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Internal Control Methods 
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 Be alert to emails requesting financial or personal data

 Be suspicious if there is a sense of urgency and sender can’t be contacted

 Always take steps to verify requestor’s identity

 Use Phone Number from your contacts list – not phone number in email

 Do not reply or send email to the addressee (email account could be in use)

 Watch for email “spoofing” and email account hacking

 Use Dual Control for authorizing wires and ACH transactions

 Require Multiple Approvers and Use Dual or Multiple administrators to change 

employee privileges

 Establish transaction limits and use template controls for outgoing wires and ACH

BEC: What Can You DO?
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A money mule is a person who transfers illegally obtained money between 

different payment accounts, very often in different countries on behalf of others.

Money mules are also recruited by criminals to receive money into their bank 

account, in order to withdraw the money and in most cases wire it over seas, 

receiving a commission payment in return for the provided services.

Even if money mules are not involved in the crimes which generate the money 

(cybercrime, payment and on-line fraud, drugs and human trafficking, etc), they 

are acting illegally by laundering the proceeds of crime, helping criminal 

syndicates move funds easily around the world and remain anonymous.

If you are caught acting as a money mule, even if done so unwittingly, you can 

face a prison sentence or fine and the prospect of never again being able to 

secure a mortgage or open a bank account. 

WHAT IS MONEY MULING? 
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How do you know if you are a mule? 
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THREE WAYS TO BECOME A MULE…
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Is an imposter phishing you? 
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Trends in Accounts Payable
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The Evolution of AP
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1. Providers will see an increasing number of prospects already using automation software and will have to adjust 

their strategies

2. Supplier portals are driving the modernization of invoicing methods (i.e. how invoices are provided and how are 

they captured by the receiver)

3. The toughest part of automating AP is the tool evaluation process

Market Observations for 2020

1980 1990 2000 2010 2017 2018 on
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2020 Solution Trends
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Pain Point Solution

Manual Data Entry & Inefficient Processes Data Capture

Manual Routing of Invoices for Approval Approval Workflow Solutions & Policy

Lost or Missing Invoices Invoice Receipt Capture

Invoice to Payment Matching Managed Payables, API Integration

*apexanalytix “How AP’s Exciting Future Will Unfold, *LEVEL RESEARCH 2020 Payables Insight Report



Check Trends
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Electronic Payments: Benefits, Barriers, and Trends

31 | August 18, 2020



AP Automation Benefits
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What does this mean for CO Districts & Municipalities?
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How can current solutions positively impact our processes? 

1. Consistently Review Processes – i.e. Request for Proposals, Request for Information

2. Leverage Your Business Partners



Consistently Review Processes
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Accounts Payable

Short-Term Cash 

Investment Options

Questions Solutions

• Has the current environment caused you to 

evaluate and enhance the speed of your 

payments? 

• What are the major pain points my team deals 

with on a daily/weekly/monthly basis?

• Has fraud ever occurred? If so, how and how 

often? How can we mitigate any/all risk? 

• How do organization systems (ERP, 

Accounting, HR, etc.) work together or 

automatically speak to each other? 

• How are you utilizing your DPO to earn a yield 

on excess operating cash?

• How hard are deposits working for the 

organization? 

• Purchase/Virtual Card

• Managed Payables

• Integrated Payables

• Workflow Management

• Fraud Mitigation

• Electronic Payments

• Automatic Reconciliation

• Separation of Account 

Duties

• B2C Payment Solutions

• Investment Sweeps

• Earnings Credit

• CDARS

• Customized Pricing



Leverage Your Trusted Business Partners
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Technology Continues to Change at an Exponential Rate

1. It is becoming increasingly more difficult to stay informed about ever-changing payment 

solutions

2. Your business partners are here to provide you with ideas for now and in the future to aid 

in making an informed decision that is right for your organization

3. Work with your partners and have them provide quarterly to annual reviews of existing 

solutions
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Contact Information
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ELIZABETH (BETH) WARNING, CTP

VP, Treasury Sales & Services Officer | Pacific Western Bank

Denver, CO
303.802.8911

ewarning@pacwest.com

Diane Holbert, CTP

VP, Relationship Manager | Pacific Western Bank

Denver, CO
303.802.8925

dholbert@pacwest.com
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