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Introductions

Kyle Miller, CISSP, CISA, CDPSE, QSA

Principal, Cybersecurity Consulting

Kyle has over a decade of cybersecurity auditing and consulting experience. He 
also has experience providing IT system implementation, maintenance, and 
support in a higher education environment. Kyle’s current focus is in providing 
cybersecurity related audit and consulting services to clients in the public sector 
where he serves as Plante Moran’s cybersecurity industry champion. He serves 
as a trusted advisor to many state and local governments, airport, transit 
agencies, special districts, higher education, and K-12 organizations. Kyle focus 
is in interpreting various information security related standards, frameworks, 
and regulations (e.g.,  NIST, CIS, PCI DSS, GLBA, CJIS, FERPA, HIPAA, etc.) and 
helping organizations understand their overall risk to establish prioritized 
roadmaps to address that risk. Kyle’s professional certifications include the 
Certified Information Systems Security Professional (CISSP), Certified 
Information Systems Auditor (CISA), Certified Data Privacy Solutions Engineer 
(CDPSE), and Qualified Security Assessor (QSA). 
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Agenda:
• The state of cyber for the public sector
• Steps to establishing a culture of cybersecurity
• Quick wins for cyber defense
• Cyber funding opportunities
• Question & Answers

What are we doing here?!



The state of 
cybersecurity for the 
public sector
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Is it all doom and gloom?!?

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjL1cX94M7XAhVk54MKHfHICLAQjRwIBw&url=https://ericfm.wordpress.com/2012/12/18/7-day-forecast-friday-december-21st-high-temperatures-doom/&psig=AOvVaw3lmvmxCqkgkYXGz2NdqO7i&ust=1511322409434865


6

2025 Verizon DBIR Data

SOURCE: 2025 Data Breach Investigation Report (Verizon)
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Cyber workforce concerns
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Funding concerns
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What can we do?

Establish a 
culture of 
security

Select and 
support a 
“Security 
Program 

Manager”

Review and 
approve an 

incident 
response 

plan

Participate 
in table top 
exercises 
and drills

Supporting 
IT leaders

Steps to creating a culture of cybersecurity



Steps to establishing a 
culture of cybersecurity
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• Accept that cybersecurity is 
NOT just an IT issue

• Tone at the top
• Integrate into business as usual
• Test and remind often

Establishing a culture of security



Selecting and supporting a 
“Security Program Manager”
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Reviewing and approving the IRP
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Participating in tabletop exercises
• Tabletop exercises should 

include a cross-functional 
representation from all 
departments.

• Incident response team 
members should syndicate 
knowledge to the staff they 
are responsible for.



Supporting IT leaders
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Quick wins for cyber 
defense
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Implement multi-factor authentication

Identify and fix known security flaws

Perform and test backups

Develop an incident response plan

Minimize external exposures

Create security awareness training at all levels

Top recommended countermeasures
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Continue maturing your program

High priority security controls
6 “controls”

CISA cybersecurity performance goals
38 “goals”

NIST Cybersecurity Framework
109 “subcategories”
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Per the GFOA Center for Digital Government 
Cyber Risk Savvy | How to be a Smart 
Customer of Cyber Insurance:
• Know the basics of your cybersecurity 

situation
• Quantify your risk
• Examining the potential for insurance
• Periodically reassessing your situation

Cyber insurance
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A friendly reminder on cyber insurance…



Cyber funding 
opportunities
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Funding opportunities

Colorado State and Local Cybersecurity Grant Program
• $6.55 million in funding in 2023 to Colorado
• Annual application process starting usually in May

Homeland Security Grant Program
• Dedicates 7.5% of funds ($75.6 million in FY2024) to support critical 

infrastructure cybersecurity
• Application through Grants.gov as opportunities arise
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Low-cost services



Ask more of tech providers

You are in CISA region 8!
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Hi I’m Joseph 
O’Keefe!Where a local government organization identifies a technology that is 

not meeting expectations for security built-in, contact your regional 
cybersecurity advisor to begin a conversation on how we can help. 



Minimize the 
burden of 
on-premises 
security
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Questions?!
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Kyle Miller
Principal, Cybersecurity
kyle.miller@plantemoran.com
303.846.3518
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